


DISASTER PREPAREDNESS

Part One: Vital Records

The first step in a records and information disaster preparedness plan is to develop a vital records program.  The process of developing a vital records program includes:

· Identifying vital records (usually 5-10 percent of the records created by an organization).

· Selecting protection methods and/or remote storage locations.

· Assigning responsibilities for the program.

Vital records contain information essential to the continuation or survival of an organization in the event of a disaster.  These records are necessary to continue operations under emergency conditions and contain information essential to recreate an organization’s financial and legal status.  They also preserve the rights and obligations of customers, employees, and the general public.

Records Protection Priorities
Vital Records – Highest Protection Priority.
· Includes records essential to protect the critical financial, legal, and operational functions of the agency.

· Includes information that either could not be replaced at any cost or of lost or destroyed

would result in the agency not being able to carry out its mission.

Important Records – Secondary Protection Priority.

· These records are also essential to protect agency assets, but they could be replaced or recreated.

· For these records, a cost analysis should usually be performed to determine if the cost of recreating the information would exceed the cost of protecting the records.

Useful Records – Lowest Protection Priority.
· Includes those records that would be inconvenient to lose and that would be useful, but not essential, to the agency in resuming normal business operations.
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                      San Francisco Earthquake, 1906
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                 Flood near Kootenai, Montana, 1928

How are Vital Records Identified? 

An agency identifies its vital records as a part of the inventory process.  The records officer should periodically conduct an inventory of all the records created and received as a part of the agency’s daily business.  The eventual results of an inventory include:   (1) updating all or part of the agency records retention schedule and (2) identifying vital records.

Soon after the inventory has been completed and managers are familiar with all the records created and received by their team, the records officer should meet with them individually to discuss the possibility of designating some records as vital to MRM’s operations. 

Examples of Questions to ask Managers in Determining Vital Records

· Will the absence of any records (which file codes) prevent the agency from conducting its business?

· What would be the operational, financial, or legal consequences if the records did not exist?

· Which records could not be replaced at any cost?

· Which records could be recreated by using internal and/or external sources?

· How soon after the disaster would the records be needed to resume business operations?

· Is it practical to duplicate the records to create an extra security copy for offsite storage?  If so, how often should such duplication take place?  

· Which records have been dispersed to remote locations in the normal course of business?  


Methods of Protecting Vital Records
Records necessary for the continued operation of the agency must be protected.

Duplication
· What form should duplication take . . . paper, microfilm, microfiche, or magnetic tape?  Selection should be made on the basis of the needs of the organization and the equipment and facilities available.

· Do duplicates already exist?  If so, in what form and where are they located?

· When should duplicates be made?  Consideration must be given if duplication should occur at the time the record is created or at scheduled times.

Dispersal 

The duplicated records are stored off-site.

Onsite Storage

Some protection for an agency’s vital records may be obtained by storing records in fire-resistant containers, file cabinets, safes, or vaults placed in areas designed for vital records storage.

Electronic Vital Records
Computers and the information in them comprise a critical asset of any organization.  The protection and security of this asset must be a top priority.

The single most important action any organization can take to provide for the protection and security of PC-based records is to perform regular and frequent backups.  These backups are necessary to protect the records from hard disk “crashes,” resulting in the instant destruction of documents and data residing on the disk.

· Full System Backup.  A full system backup produces a duplicate security copy of all hard disk files, including all data files and software on the system each time the backup is performed.

· Differential Backup.  This backup routine involves making backup copies of all files that were changed or updated since the last full backup.   Thus, the “old” and updated files would be contained on these two sets of backup media.

· Incremental Backup.  This PC backup routine is used to copy only the files that have been changed since the last incremental backup.  This procedure greatly reduces the time and media requirements for a backup.  Full system restoration requires restoring the most recent full system backup copy and then successively restoring each incremental backup copy.
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               Tornado near Scottsbluff, Nebraska, 1955

Vital Records Master List

A vital records master list is recommended,  providing managers with a complete list of the vital records for which they are responsible.  Records management should maintain a complete set of master lists.  The complete list describes those records that would be needed to maintain essential operations following a disaster, to recreate the agency’s legal and financial positions, and to meet our obligations to our customers and employees.

Minerals  Revenue  Management – Center for Excellence





RECORDS MANAGEMENT INFORMATION BULLETIN




















Vol. II, no. 3                                            April 2002





Answer:  New Madrid, Missouri.  It is estimated these quakes exceeded 8.0 on the Richter scale, but there were few deaths because of sparse population.  The New Madrid earthquakes were so powerful that they changed the course of the Mississippi River in several places.











In 1811-1812 approximately 1,800 earthquakes took place in the United States, spreading across 2/3 of the land mass of this Nation.  Where did these quakes originate?





            (The answer is on the next page.)
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